VIDYABHARTI TRUST COLLEGE OF BBA & BCA, UMRAKH

Webinar on Cyber Security awareness with case study
Vidyabharti Trust College of BBA & BCA has organized a webinar on Cyber security
awareness with case study approach delivered by Mr. Dipak Upadhyay on 8t June,
2020. He is an assistant professor, Cyber security, GTU, Ahmedabad.

Because of the rapidly changing environment and long list of vulnerabilities, security
awareness training must for each and every individual for their personal as well as
professional life. More than 600 participants have registered for this webinar and they

get important information on how to protect from several cyber-attacks.
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Customer Care Fraud LS L B
* Frauduters create google husiness m!m“ﬁ?ﬁ.ﬂ
hlll:u: page i the name of any "mwwﬂ'”"w
known brand helpline and put their Sy Mg
contact mumbers
* Criminals use Gowgle SFO {Search
Engine Optinsization) o do the
Jugglery
& Uitbrens search for cusionier care
number especially of e-Wallet
companics, when they find any fssoe
with application
= Then the victims fall in the trap of
cyber eniminals, who pretend o be
the real customer care center, tike all
the details from the victin
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Two held for siphoning of Rs 53 lakh
in name of donations to PM's relief
fund
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Two step Financial Cyber fraud process

Step 1

« Internet Banking Credentials
« Personal Information
« Debit Card Information

Step 2

« QTR
+ UIPI PIN elc
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Loan Fraud (MOI)

+ Victuns seanch on Googhe for loan and upload thexr
baoclata oty various websites like mixdra loan,
\Tl:r.n;rr. SETVICES €I
+ Victums gt EMS or direct ;lhu::r calls for Loan of
Ads i newpaper,
+ Accused calls the victims and sends E-mail for
approving bis loan, in the guise of officers of
reputed banks, Financial |seitutionn { F1), Thev tell
the victim that be is cligible for special, low Fravh rigersi Fum s B
inferest loan f s Voo | o o
v Ak for st copy of vour I, Address Proof, PAN, = .
Blank A'C Details, copy of cancelled chegue, Pay
alip, income details, ITR onlitie on WhatiApp of

il

'Smdﬁrlnmaﬁﬂllm g an app m er

and sk yo /
Camera Serekn

1) Attendee 201 B Attendee 203 Attendee 205

Attendee 206

QR code scan Fraud

* Pavim, Phone Pay, Google
Pay, Bhim App, Mohikwik,
MI Pay, Pay Zaap, Razor Pay
Application use QR code
scanning for money transfers,
* yictim ines to aceess QR
code for paymenl, it takes him
to s fake pavment gateway
page, where victim needs o
enter his card details TPl it e vkchond 3.

* Onee that is done, attacker
will have aceess o g
crucial informati
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OLX Fraud

+ Cripmanals make fake e sfiles on OLX o gt MO
« s identities of Defence or CAPE
officers use ilentities of Defence of
CAPF oflicers

* They collect vehicle's product’s
documents like RC book, msurance
policy, mobile purchase bill, cic from
the origmal selles

* They ask the victins for money o
franepoitation charge o advance. Pisels i B B

* Alter getting maoney they call g e LY e
another number that vour vehicle has
arrived bud thers is a ban oo your F e I et o iy
vehicle and you must pay 1o releaie SO R pr—— .
your vehicle and victims g ' byl oy
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Session on

"Cyber Awareness with Case Study™"

By: Deepak Upadhyay ( Cyber Crime
Investigator, Assistant Professor,GTU)

Datge 08th Jine, 2020 % Time: 11:00 AM
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OLX Fraud

+ Criminals make fake profiles on OLX
- wse ientitiess of Defence or CAPE -
officers use Wentities of Defence of GoTaMeeting 017 png s saved to your
CAPF officers desktop

* They collect vehicle™s product's
documents like RT book, msuranee
|'||l.‘|q', mobale purchase bill, cic from
the orignal selles

* They ask the victins for moncy i
trangportation charge m advance

* After peting money they call usmg
another pumber that viour vehicle has
arrrved bt there 15 3 ban o o
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